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Windows Administration

Introduction to Windows Family
Installation of windows
Microsoft Active directory
Group Policy

DHCP Server

DNS Server

Web Server

Database Server

File & sharing Services

FTP server

E-mail Server

Windows Security
Advanced Threat Prevention
Powershell
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UNIX/Linux History
Installation of Linux
Linux architecture Overview
Linux Bootloader

Basic Linux Commands
Vi Editor

System Administration
User Administration
Group Administration
File Permissions

Disk Quota

Job Schedulers
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Linux Administration

Package Management
Network configuration
DHCP Server

DNS Server

BIND Server

Samba Server

NFS server

FTP server

SSH & terminal Server
Concept of IP tables




Networking Essentials

Introduction to Computer Networking
Networking Hardware (Switch, Router, Firewall)
0S| Model

TCP/IP

IP Addressing

Subnetting & VLSM

Network Address Translation

Port Address Translation

IPV6

Product Introduction (Managed Switch, Router & Firewall Product)
Demo Network Lab Setup
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Database Essentials

Introduction to Databases

Database Installation (MySQL & MSSQL)
Database Configuration

Database Accessibility

Basic Commands

Database Maintenance
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Ethical Hacking

Introduction to Ethical Hacking
Foot-printing and Reconnaissance
Scanning Networks & Enumeration
Vulnerability Analysis

System Hacking

Malware Threats

Sniffing

Social Engineering

Denial-of-Service & Session Hijacking
Evading IDS, Firewalls & Honeypots
Hacking Web Servers & Web applications
SQL Injection

Hacking Wireless Networks

Hacking Mobile Platforms

loT Hacking

Cloud computing
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